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Component
Data Altruism Manager

Partner
CERTH – Centre for Research and Technology Hellas

Brief description
A tool for individual patients to voluntarily provide data for research related with rare 
cancers with dynamic consent as to how and by whom these data can be used. Aligned 
with the Data Governance Act and the IDEA4RC platform governance options, it inno-
vates with its trust-enhancing blockchain log for consent versions and its helpful LLM-
based chatbot.

Intended users
l	 Data altruism organisations as administrators
l	 Patients 

Functionality
l	 cancer data donation
l	 dynamic, blockchain-based granular consent mechanism
l	 consent history log
l	 chatbot to boost digital literacy of the data subjects
l	 administrator dashboard (pseudonymised history log, statistics)

Comparison with competing approaches 
(business value)
l	 granular options for consent: purposes of data use, data user categories 
l	 dynamic digital consent: can be modified or withdrawn
l	 exportable content
l	 chatbot enabling users to better understand how their contribution matters and 

how their digital rights are protected, motivating them to participate
l	 immutability and non-repudiation of the consent records, so that both the patients 

can be confident that their consent choices are safeguarded against alteration and 
the researchers using the data through IDEA4RC can be confident that they are re-
specting patient rights and will avoid legal disputes

Development status
Released
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Imagery

Figure 1- Data Altruism Manager targeted users

Figure 2 – Blockchain-powered history log of consent records and versions of the data 



This project has received funding from the European  Union’s Horizon Europe research and innovation programme under grant agreement no. 101057048

3

Figure 3 – Granular consent options in the Data Altruism Manager
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